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1 Introduction

About this document
This document describes how to install ImageQuant™ TL GxP (IQTL GxP) on Windows
computers and provides the following information:

• System requirements

• Installation instructions for IQTL GxP

System requirements
To use the IQTL GxP software, the following system requirements must be met:

• Operating systems: Windows 10 (64 bit) or Windows 11 (64-bit).

• Memory: 6 GB RAM, or higher.

• Free hard disk space: minimum 10 GB.

• Microsoft .NET 8.0 installed, see instructions below.

The minimum and recommended specifications are important to provide good
software performance and reduce installation and operational issues.

Note: Admin rights are necessary to run the installation.

Admin rights are not necessary to use the IQTL GxP software.

Install Microsoft .NET 8.0

The Microsoft .NET package is not provided with the IQTL GxP software package.

Note: Microsoft .NET is necessary to run the IQTL GxP software.

Follow the steps below to Install .NET 8.0.

Step Action

1 Download Microsoft .NET Desktop Runtime 8.0 (x64) for Windows.

http://dotnet.microsoft.com/en-us/download/dotnet/8.0
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Step Action

2 Double-click the downloaded .NET package to run the installation.
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2 Install IQTL GxP module

Introduction
IQTL GxP is a module designed for use in regulated lab environments and needs only to
be installed if you are going to use these features and have the appropriate licenses.

Note: IQTL GxP is currently only available for Windows.

GxP components
IQTL GxP needs to be configured by setting up a Secure Folder using the IQTL GxP
Admin tool, and installing the IQTL GxP application.

• Secure Folder is created and maintained by the IQTL GxP Admin user. The secure
folder stores image files and analysis files. It also contains the database file that
stores the user data and user roles/privileges. The admin user responsible for the
IQTL GxP Admin tool creates and maintains this secure storage.

• IQTL GxP Admin tool maintains and configures the Secure Folder, GxP users, and
user data. It also controls the connectivity (e.g. HTTP and HTTPS) between IQTL GxP
Admin (server) and IQTL GxP application (client).

• IQTL GxP application is the module where users perform image analysis in a safe,
authentication-based GxP environment. Images and the performed analysis are
saved as projects in the Secure Folder when projects are checked in for review and
approval steps. The application never operates directly on the Secure Folder
maintained by the IQTL GxP Admin tool. Only authenticated users added by the
IQTL GxP Admin tool can perform analysis in the IQTL GxP application.

Note: It is recommended that an admin user configures and operates IQTL GxP
Admin tool in a secured IT-controlled system. Therefore, the IQTL GxP
Admin tool is a standalone application separate from the IQTL GxP
application.

GxP setup steps
IQTL GxP works in a true client-server environment in which multiple clients (GxP
application users) can connect to a single server ( IQTL GxP Admin tool user).

Two options exist, follow the one that is most appropriate:

• To configure both server and client on the same system/PC, with no need for
network connectivity, follow all the steps in the table below.

• To configure the server on one system/PC and the clients on different network-
connected systems/PCs, follow step 1 and step 2 in the table below. Then follow step
3 for each client PC where the GxP application must be set up.

Note: Step 2 is needed if you choose HTTPS connectivity in the Admin tool. It is not
needed for HTTP connectivity.
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Steps Action

1 Section 2.1 Set up Secure Folder and IQTL GxP Admin tool,
on page 7

2 (optional) Section 2.2 HTTPS GxP setup guide, on page 14

3 Section 2.3 Set up IQTL GxP application, on page 18

In this chapter

Section See page

2.1 Set up Secure Folder and IQTL GxP Admin tool 7

2.2 HTTPS GxP setup guide 14

2.3 Set up IQTL GxP application 18
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2.1 Set up Secure Folder and IQTL GxP Admin tool

Introduction
To open the IQTL GxP Admin app:

1. Type Imagequantgxp-admin in the search bar.

2. Open the app by clicking on the icon on the right-hand side.

Installation procedure

The Secure Folder and the IQTL GxP Admin tool are set up and administered by the
GxP admin user.

Note: When upgrading the software to the latest version, from 10.x to version 11.0,
first delete the GxP service already running before installing.

To terminate Windows services in GxP, follow the steps below:

1. Open the IQTL GxP Admin tool.

2. Stop the service in Admin tool.

3. Type CMD in the Windows search bar.

4. Right-click on the Command Prompt tool and select Run as
administrator.

5. Type sc delete [service name] and press Enter.

Note: The default service name is IQTL-GxP-Server.
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This will remove the service and should allow you to create a new one
without an error.

Note: After upgrading from IQTL GxP v 10.x to v 11.0, IQTL GxP v 10.2 will no longer
be functional and can be uninstalled.

Follow the steps below to install and configure the Secure Folder and Admin tool
server.

Step Action

1 Download the software installation package from cytiva.com/IQTL.

2 Install the IQTL GxP Admin tool software:

Browse the downloaded package, open the folder ImageQuantTL-GxP-
[Version]-WIN. Locate and install ImageQuantTLGxP-ADMIN-
[Version]-WIN.msi file by following the on-screen instructions.

3 Create a new folder on your C: drive which will serve as a Secure Folder.
Copy the path to this folder either on the same PC where the IQTL GxP
Admin tool is installed or on a network-connected system that is accessible
by an admin user operating IQTL GxP Admin tool.

Note:
It is recommended that this folder is only accessed by admin users, not other
users running the analysis module, i.e. the IQTL GxP application.

4 Run the ImageQuantTL GxP Admin tool from the Start menu of the system
by typing imagequant tl gxp-admin in the Windows search bar.

Note:
The Admin tool is added to the Show hidden icons taskbar when the tool is
minimized.
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Step Action

5 Type the path to the Secure Folder created in step 2 and click Connect.
Since this new folder does not contain any data, a No Data Found message
appears. After clicking Initialize Folder the Secure Folder is ready to be
used.

Note:
This step is only required once. After the Secure Folder is configured, and for
subsequent Admin tool use, click Connect. If version 10.x was installed on
the same computer, you will not see the screen in the screenshot below,
continue with step 6 .

Result:
When the Secure Folder is created successfully, the following Admin tool
main window opens.

Note:
If IQTL GxP has been upgraded from version 10.x to version 11.0, follow the
on-screen steps for updating the IQTL GxP Admin tool database.
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Step Action

6 Install and configure the IQTL GxP Admin tool (server) and IQTL GxP
application (client), either on the same- or on different systems.

Under SERVER, select Launch on Startup if you want the server to
automatically start when the PC is restarted. If not checked, then the server
needs to be started again in the IQTL GxP Admin application.

IMPORTANT
For normal installation, the Local Machine option
should be unchecked. This applies for setups on both the
same system and different systems.

Note:

Only in special cases, when the user has limited admin rights and wants to
install the Secure Folder, Client, and Server on the same PC, select Local
Machine for the same system setup.

If an error message occurs, or if the GxP application cannot connect to the
server, try the following troubleshooting steps:

• Verify that the server is running (green light) in the Admin tool.

• Verify that the server is running by clicking the Test button.
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Step Action

The date and time should appear in a web browser indicating that the
server is running.

• If the server is not running, start the Admin tool and GxP application as an
administrator.

• If the GxP client cannot connect, change the port number in the Admin
tool and re-connect with a new port number.

7 Under SERVER, click Start to create the service.

Result:
When the PC is up and running, the IQTL GxP Admin tool launches this
service and keeps it running. After the setup, if the SERVER connection or
Secure Folder configuration needs amending, then it is advised to re-start
the service.

8 Under Client Options, set up the password policy for GxP users.

The password policy is only applicable for internal IQTL GxP users and is not
applicable for Windows users. Depending on requirements, configure and
enforce password restrictions, for example, expiry, minimum length, locking
user accounts, upper/lower case, non-alphanumeric characters, and non-
repeat options. For these first three restrictions, click on the blue links next to
Expire, Minimum length, and Lock user account to select your preferred
options. Also, if the user wants to enforce mandatory approval comments
and/or QC analysis, then those need to be configured.

9 Click New user, to set up users.

There are three types of users that can be created and configured:

• Internal New User: Create an internal user by using IQTL GxP with a
unique username and password governed by the password restrictions
followed above.
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Step Action

• Windows AD User: Assign a user with a username and password that
exists in the Windows Active Directory on the relevant domain. Passwords
are not controlled by the Admin tool. When the domain and username
are specified, click Verify Username to verify that the Windows user
exists.

Wait until you see User Verified, then click OK.

• Local Windows User: Assign a user with a username and password that
exists in the local Windows account credentials (e.g. LDAP access). The
password is controlled outside the Admin tool. Once the machine and
username are specified, click OK to create the user.

IMPORTANT
A Windows AD User account is recommended as it has
greater Windows security policies.
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Step Action

Note:
A username conflict issue might arise from Internal User accounts. A user
with the same name can be configured on multiple PCs and used to
accidentally (or deliberately) circumvent GxP permissions. For example, if a
user named ”supervisor” exists on one PC and is assigned to approve
permissions, gain approval rights, or create a user on another PC named
“supervisor”, the GxP software is not able to distinguish between them. This
not possible with a Windows AD User account.

10 Set up user permissions. Based on necessity, a minimum of one, or more,
permissions or privileges need to be configured for each user, for example:

• Add Project

• Check Out

• Check Out (read only)

• Emergency Login

• QC

• Approve

• Self-Approve

• Access Log

• Admin Log

Select which permissions to assign to the user and click OK. When at least
one user is created, the IQTL GxP application is ready for use.

Note:
It is recommended to choose at least one user for admin rights by selecting
the Admin Login option.
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2.2 HTTPS GxP setup guide

Introduction
This section is for GxP administrators and describes how to set up the HTTPS
connection.

Note: This section is not intended for users who want to use HTTP connectivity.

Pre-installation check

Before proceeding with the installation, verify the following:

• The GxP Admin tool is installed and functional.

• The Secure Folder is created and initialized with at least one user.

• The service is created but NOT running:

Click STOP in the GxP Admin tool, if necessary.

• OpenSSL is installed and accessible from the command line.

• You have permission to launch a command line with admin rights.

• You are following this guide on the PC that will host the service.

Create and install the certificates in the next section.

Create and install certificates

To configure GxP using “self-signed” certificates using OpenSSL, follow the instructions
below.

Step Action

1 Open the command prompt with admin rights.

2 Create the initial certificates using the following OpenSSL command:

openssl req -x509 -newkey rsa:2048 -keyout gxp-
key.pem -out gxp-cert.pem -days 3650
OpenSSL prompts you for the following details:

a. Organisation Name: this is the name that appears in the certificate
manager in later steps.

b. Common Name: provide the machine name for the PC.
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Step Action

IMPORTANT
This must match exactly what the client will use as
the URL for the client connection. For an eventual
URL of https://the-server-pc:17443
provide the-server-pc as the common
name making sure to respect case-sensitivity.

3 Convert the PEM files into PFX files for import into Windows certificate
manager:

openssl pkcs12 -inkey gxp-key.pem -in gxp-cert.pem
-export -out gxp-pfx.pfx

4 Open the Microsoft Management Console (MMC), click Start and type mmc.

Note:
Make sure to launch as an administrator.

5 Add certificates snap-in:

a. Click File → Add/Remove Snap-in.

b. Select the certificates and click Add.

c. Choose Computer Account and click NEXT.

d. Choose Local Computer and click FINISH.

e. Click OK to finish the snap-in selection.

Result:
You should now see Certificates (Local Computer) in the list under the
Console Root folder.

6 Expand the Certificates (Local Computer) folder.

7 Right-click on the Personal folder and choose All Tasks → Import:

a. In Certificate Import Wizard, make sure Store Location is set to Local
Machine and click NEXT.

b. Click Browse and change the file type selector from X.509 to Personal
Information Exchange.pfx.

c. Locate and select the gxp-pfx.pfx file from step 3 .

d. Click NEXT.

e. Enter the password you provided when you created the file, and click
NEXT, again accepting defaults.
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Step Action

f. On the next page, select Place all certificates in the following store
and choose Personal, then click NEXT.

g. Verify the steps and click FINISH.

8 Repeat step 7 but target the Trusted Root Certification Authorities
folder instead of Personal.

9 Make a note of the certificates hash:

a. In the main MMC window, expand the Personal folder and select
Certificates.

b. Find your certificate in the list, named according to the Organisation
Name you provided in the OpenSSL process.

c. Double-click (do not use right-click properties) the certificate to open the
certificate info panel.

d. In the Details tab, scroll down to the Thumbprint item.

e. Click Thumbprint.

f. Copy the thumbprint from the bottom panel to the clipboard (paste into a
text editor for future reference).

10 Configure network settings for the new certificate:

a. Go back to the admin command prompt.

IMPORTANT
Only use the Command Prompt.

b. Associate the certificate with the network port using the following
command template:

netsh http add sslcert ipport=0.0.0.0:[PORT]
certhash=[HASH] appid={65f05b87-
addc-4833-90b8-200642aa239b}
a. Replace [PORT] with the port number chosen in GxP Admin tool.

b. Replace [HASH] with the thumbprint from step 9f.

Example: netsh http add sslcert
ipport=0.0.0.0:17443 certhash=1234567ETC
appid={65f05b87-addc-4833-90b8-200642aa239b}

c. Add the URL to the remotely accessible list:
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Step Action

netsh http add urlacl url=https://+:[PORT]/
user=Everyone
Again, replace [PORT] with the chosen port number.

The certificates are now installed.

To test the server, open the GxP Admin tool, and click START.

Note: The service might need to be created first. Refer to the main installation
guide for instructions.

1. Run a basic test by entering https://localhost:17443 in a browser window
(assuming 17443 is the port you chose).

2. Allow the browser to proceed by accepting certificates, if applicable.

Result:
A “badreq” (bad request) error message should display, verifying that the server is
running.

Configure the client

For the clients to allow comms with the server, the certificate must be installed into its
Trusted Root Certificate Authorities list. Follow the steps below for every client PC.

Note: It is not necessary to do this on the server PC.

Step Action

1 Open the Certificates MMC window.

Follow steps 4, 5, and 6 from the server setup, see step 4 on page 15.

2 Under the Certificates (Local Computer) folder on the left, right-click All
Tasks → Import and perform the same steps as before in step 7, see step 7
on page 15.

Perform a quick test again using a browser. Type https://[SERVERPC]:[PORT]
in the URL field. For example, https://some-server:17443. As in the previous
test, a “badreq” (bad request) error message should be seen.

Launch the GxP client app and connect to the Cytiva server using the above URL.
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2.3 Set up IQTL GxP application

Installation procedure

Follow the steps below to install and configure the IQTL GxP application on each client
PC where IQTL GxP software will be used.

Step Action

1 Download the software installation package from cytiva.com/IQTL.

2 Install Microsoft .NET 8.0 on each client PC where IQTL GxP software will be
used.

3 Install the IQTL GxP application software.

Browse the downloaded package, open the folder ImageQuantTL-GxP-
[Version]-WIN, then double-click the ImageQuantTLGxP-
[Version]-WIN.msi file by following the on-screen instructions.

Result:
When the installation is complete, a shortcut with the name
ImageQuantTLGxP is available from the start menu and on the desktop.

4 Double-click to start the IQTL GxP application.

Result:
The following window opens:
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Step Action

5 Activate the license.

Note:
Make a reference to the document describing the license activation,
otherwise an error message is shown:

6 Specify the server URL by providing inputs in the format of “[Scheme]://
[Address]:[Port]/”:

• Scheme is the connectivity protocol specified in the Admin tool (see step
7 on page 11). Accordingly specify HTTPS or HTTP.

• Address: Type the network DNS name or IP address of the system where
the IQTL GxP Admin tool (server) is installed and configured.

If the IQTL GxP application is installed on the same system as the Admin
tool, specify localhost.

• Port is the number specified in IQTL GxP Admin tool (see step 7
on page 11).

7 Click Connect.

This only needs to be done once. Subsequent use of the IQTL GxP Admin
tool uses the same URL. If the server URL changes, disconnect in the next
screen to reconnect with the new URL (see step 5 on page 9).

8 Click Sign In.

9 Log on to the IQTL GxP application with the authenticated username and
password configured during IQTL GxP Admin tool user setup (see step 10
on page 13).

To run the IQTL GxP application, install the ImageQuant TL application. Refer to
ImageQuant TL 11.0 Installation Instructions for Windows (29751074).
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3 Product support

Contact us
If there are any problems with the installation or use of IQTL GxP, contact your local
product support team, or use the contact form found at cytiva.com/contact.
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